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Abstract

Objective Survival models are used extensively in biomedical sciences, where they allow the investigation of the
effect of exposures on health outcomes. It is desirable to use diverse data sets in survival analyses, because this offers
increased statistical power and generalisability of results. However, there are often challenges with bringing data
together in one location or following an analysis plan and sharing results. DataSHIELD is an analysis platform that
helps users to overcome these ethical, governance and process difficulties. It allows users to analyse data remotely,
using functions that are built to restrict access to the detailed data items (federated analysis). Previous works have
provided survival modelling functionality in DataSHIELD (dsSurvival package), but there is a requirement to provide
functions that offer privacy enhancing survival curves that retain useful information.

Results We introduce an enhanced version of the dsSurvival package which offers privacy enhancing survival curves
for DataSHIELD. Different methods for enhancing privacy were evaluated for their effectiveness in enhancing privacy
while maintaining utility. We demonstrated how our selected method could enhance privacy in different scenarios
using real survival data. The details of how DataSHIELD can be used to generate survival curves can be found in the

associated tutorial.
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Introduction

Survival models are an important component of data sci-
ence. They are used extensively in biomedical sciences to
investigate the effect of exposures on health outcomes.
Using data from diverse data sets is beneficial for increas-
ing statistical power and generalisability of results. How-
ever, individual-level biomedical data are sensitive and
ethical and legal considerations can make it challenging
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to move all the data required to one location or give ana-
lysts complete access to the data.

DataSHIELD is a platform that enables the non-disclo-
sive analysis of distributed sensitive data. It permits ana-
lysts to work on remote datasets using functions that are
designed to protect privacy through built in safeguards.
Therefore the analysis can be run without sharing or fully
accessing sensitive individual level data, which stay pro-
tected at their host institution [1].

We have previously developed a software package for
DataSHIELD called dsSurvival 1.0 [2], which allows users
to build survival models for each participating data set
and meta-analyze hazard ratios while aiming to enhance
the privacy of the data. In this work we have developed
a new version of the package (dsSurvival 2.0) that adds
significant new functionality to its previous version. We
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now allow the building and visualization survival curves
for each data set that are designed to protect privacy.

Main text

Basics of survival models and survival curves

An important concept in survival models is a survival
function:

S(t) =Pr(T > t) 1)

where S(¢) is the survival function, ¢ is the current time,
and T is a random variable denoting time of death. Pr() is
the probability that the time of death is greater than time
t i.e. the probability of surviving until time .

If we have observed survival times for a set of individu-
als, we can calculate the proportion surviving at each
point during the study. These proportions can be plotted
as a step function against time where the survival prob-
abilities are constant between deaths. This is known as
a survival curve and is a useful visualisation of survival
data. For example, in biomedical research it might allow
comparison of groups that had undergone different
treatments.

Architecture of DataSHIELD and dsSurvival

The DataSHIELD framework and dsSurvival have a cli-
ent—server architecture. The communication between
the client and a single server for dsSurvival 2.0 is shown
in Fig. 1. A client-side general analysis function calls a
server-side function. This function is executed on all the
servers which store the data and summary results (that
are designed to enhance privacy) are returned to the cli-
ent. The server-side function has checks that ensure that
privacy is enhanced in the results that are returned. The
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Fig. 1 Example of workflow between a client and single data site

in dsSurvival. Note that this can occur between a client and many
sites. 1. User makes an analysis request in the DataSHIELD framework
(e.g. generate a privacy enhancing survival plot) 2. The DataSHIELD
function on the server side validates the request, and generates a
result that is designed to enhance privacy (e.g. modified survival plot)
3.Result is returned to the client
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client-side function aggregates results from all servers
and finally returns it to the analyst.

Privacy and survival curves

A survival curve can be disclosive by revealing the time
during which an event occurs. Each step in the curve cor-
responds to events for a group of individuals. If the size
of the group is small (e.g. 1) then it becomes more likely
that an adversary can attribute an event to an individual.

For example, if an adversary had a previously released
survival curve, and an individual joined a study, a new
drop in the curve could be attributed to that individ-
ual. The adversary would then know that the individual
underwent an event, when it occurred and which par-
ticular subgroup the individual belongs to.

The objective of this work is to provide survival curves
that aim to protect individuals privacy while still preserv-
ing useful information to the analyst. This provides novel
functionality for the DataSHIELD platform.

Methods for enhancing privacy in survival curves

Previous graphical approaches in DataSHIELD have
used both deterministic anonymization and probabilis-
tic anonymization. We investigated whether these tech-
niques would be suitable for survival curves. Currently
dsSurvival is designed to fit survival models per site,
allowing users to meta-analyse these results to give an
overall result. Similarly, our approach provides a survival
curve per site, rather than a global survival curve.

Probabilistic anonymisation adds random noise to
the data points before they are visualized. For survival
curves noise added to the X-axis adds uncertainty to
the time when the event occurred, and when added to
the Y-axis obscures how many individuals undergo an
event at a particular time. The amount of noise is speci-
fied as a percentage of the value it is being added to. We
also ensure that even after noise is added, time (plotted
on the X-axis in a survival curve) increases monotoni-
cally and proportion surviving (Y-axis in a survival curve)
decreases monotonically. An example survival curve that
has undergone probabilistic anonymisation is shown in
Additional file 1.

In deterministic anonymisation, the k nearest neigh-
bours algorithm [3] is used to find centroids of the data
points. Once the nearest neighbours are computed, the
original data points are then moved to their centroids.
This modified data is then plotted.

A review of existing literature suggests that two other
options are available for generating privacy enhanc-
ing survival curves. The first of these is based around a
smoothing technique (LOESS [Locally Estimated Scat-
terplot Smoothing]) [4]. Smoothing the steps in the sur-
vival curve makes it harder for an adversary to identify
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the timing of events and the number of individuals expe-
riencing an event at a particular time. The smoothing
process is achieved by fitting a low-degree polynomial to
a subset of the data at each point. A smoothing param-
eter determines how much of the data is used to fit each
polynomial - smaller values result in curves that track
variations in the data closely and larger values give more
smoothing.

The second method is to implement differentially pri-
vate survival curves [5], which involves adding calibrated
noise to the counts of events. While this makes strong
promises about the protection of privacy, it is complex
to implement. In particular it requires the calling frame-
work to manage a privacy budget on behalf of each user
which is depleted with each request, as the user learns
more about the data. This is required for the promises
around privacy protection to be upheld but this mecha-
nism is not currently available in DataSHIELD.

We considered the different approaches available.
Probabilistic anonymisation has the challenge that it
is difficult to set the noise percentage to an appropri-
ate amount to balance utility and privacy. Deterministic
anonymisation has additional complexities when applied
to skewed data such as survival data (more events happen
at earlier times). The skewed data means that the nearest-
neighbour algorithm “pulls” the data towards the centre
of mass of the data.
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Fig. 2 a Survival curve with LOESS smoothing using the fANCOVA
package with all patients in the veteran dataset. The original

unmodified survival curve is shown in black. b As per a but with one
patient removed at time 61
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While differential privacy is gaining traction in many
applications, where a privacy budget can be managed, the
lack of a solution to manage differential privacy in Data-
SHIELD meant it had to be ruled out.

We therefore choose to base our approach on LOESS,
which has already been used in practice for survival
curves [4].

Choosing a value for the smoothing parameter that
would provide a suitable balance between privacy and
utility could be challenging for data custodians. For
example, a small parameter provides a curve closer to
the true curve but risks compromising privacy. A larger
parameter may smooth the curve too much such that
it is less useful for research. Therefore we implemented
LOESS using the the loess.as() function in the fAN-
COVA package [6], which automates the selection of the
smoothing parameter. This is achieved by minimising a
criterion that incorporates the number of variables in the
model and the error in the fit of the model. We selected
the corrected Akaike information criterion [AIC] because
this offers better performance on smaller datasets [7].

Ablation studies and sensitivity analysis

We assessed privacy risk in a publicly available dataset:
the veteran dataset in the survival R package [8]. We
show our privacy enhancing survival curves (generated
using the automated LOESS smoothing procedure) on
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Fig. 3 a Survival curve with LOESS smoothing using the FANCOVA
package with randomly reduced number of patients (50 as opposed
to 137) in the veteran dataset. The original unmodified survival curve
is shown in black. b As per a but with one patient removed at time 61
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the full dataset (Fig. 2a) and the dataset with one patient
removed (Fig. 2b). To demonstrate the effectiveness of
the smoothing, we consider the individual that under-
goes an event at time 61. In the unsmoothed curve this
event is clearly visible and would identify that individual.
In the smoothed curve, it is not possible to determine if
an event occurred at time 61. While there is an additional
inflection point at time ~ 53 with the patient added, this
does not match their actual event time of 61. This sug-
gests it is very difficult to infer the characteristics of this
single patient.

We also conducted ablation studies using this auto-
mated smoothing technique on a dataset where we ran-
domly reduced the number of patients from 137 to 50
(ablation study). The resulting privacy enhancing sur-
vival curve is shown in Fig. 3a. The survival curve with
one additional patient removed is shown in Fig. 3b. Addi-
tional survival curves generated from further ablation
studies are available in the Additional file 1.

We conducted similar ablation studies to reduce the
number of patients in synthetic data and observe the
effect on survival curves (see Additional file 1).

Based on our simulations and the fact that this tech-
nique was used in previous studies [4], we choose this
automated smoothing technique as the primary imple-
mentation on dsSurvival 2.0 for generating survival
curves.
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Summary of steps taken to enhance privacy

We summarise the steps we take to enhance privacy,
noting that no procedure can completely remove disclo-
sure risk. The smoothing procedure for survival curves
ensures that it is very difficult to infer the precise time
that an event takes place (for any given patient).

We modify the fraction of patients that survive (surv
field) using LOESS procedure described above. In sur-
vival curves symbols show when the censoring events
occur. These symbols are removed from the plot. This
ensures that it is very difficult to infer the precise time
that an event takes place (for any given patient).

Finally, we note that the DataSHIELD architecture also
helps to minimize disclosure risk and protect privacy.
The functions in DataSHIELD are designed to return
summary aggregated statistics, enforcing requirements
to enhance disclosure control.

Computational pipeline and use case
We outline the development and code for implementing
survival models and plotting of survival curves.

All code is available here in bookdown format with syn-
thetic data:

https://neelsoumya.github.io/dsSurvivalbookdown/

The computational steps are outlined below using syn-
thetic data.

The initial steps outlined below create a Surv() object
(available in the survival package) to generate the times
and proportion surviving, which are then used as inputs
to the survival curve.

Algorithm 1: Workflow for performing privacy enhancing survival analysis and plotting of survival curves.

% Create survival object and call coxph.SLMA()

dsSurvivalClient::ds.Surv(time=“STARTTIME”, time2=“ENDTIME”, event = “EVENT”,

objectname= “surv_object”, type=“counting”)

Juse constructed Surv object in coxph.SLMA()

coxph_model_full = dsSurvivalClient::ds.coxph.SLMA (formula = “surv_object ~ D$age+D$female”)

% Plot survival curves

dsSurvivalClient::ds.survfit(formula= “surv_object ~ 17, objectname= “survfit_object”)

dsSurvivalClient::ds.plotsurvfit(formula = “survfit_object”)
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Discussion

Our work adds to the existing dsSurvival package (which
enables privacy enhancing meta-analysis of survival
models in the DataSHIELD federated environment) by
adding functionality to plot privacy enhancing survival
curves. This will allow users to visually assess the dif-
ferences in survival rates between groups, for example,
while maintaining privacy.

We choose to build on the existing smoothing tech-
niques [4] as this offered a pragmatic approach which we
have adapted to a federated setting. Other methods such
as probabilistic anonymisation are challenging to opti-
mise the balance between privacy and utility.

Differential privacy has been used to ensure survival
curves are privacy enhancing [5] and this is a promising
area of future work [9]. Apart from the additional com-
plexity in implementing the solution itself, there remain
challenges around managing the privacy budget. This
could be the subject of future work.

Limitations
A limitation is that dsSurvival 2.0 provides a curve per
study/dataset, and not a global curve. This might be pos-
sible with DataSHIELD in the future and would require
secure exchange of values so that they can be ordered by
time to build the survival curve. We also did not deter-
mine a minimum number of points that are required for
a survival plot to be produced and not seriously compro-
mise privacy. This could be a future improvement.
Another area of future work could be generating syn-
thetic survival data using the dsSynthetic package [10].

Abbreviation
LOESS Locally estimated scatterplot smoothing

Supplementary Information

The online version contains supplementary material available at https://doi.
0rg/10.1186/513104-023-06372-5.

Additional file 1: Figure S1. A survival curve generated using proba-
bilistic anonymization. This adds noise to the Y-axisusing probabilistic
anonymization. Figure S2. Survival curve generated using probabilistic
anonymization with fewer total number of patients. Figure S3. Top panel:
Survival curve with LOESS smoothing using the fANCOVA package with
reduced number of patientsin the veteran dataset. The original unmodi-
fied survival curve is shown in black. Bottom panel: Survival curve with
LOESS smoothing using the fANCOVA package with reduced number of
patientsin the veteran dataset and one patient removed.
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